Configuring Automatic Updates:

Press the Start button and choose
the settings button.

Click on Update & Security

Click the Check for updates button
and run update,

Install as required.

vai llator

Calendar

Ny pdate & Security

Windows Update, recovery,

backup

Update status

Your device is up to date. Last checked: Today, 10:50

Check for updates

Check online for updates from Microsoft Update.

Update history

Update settings

Available updates will be downloaded automatically, except over metered connections (where
charges may apply). You'll be asked to install updates when they've been downloaded.

Restart options

Advanced options

Looking for info on the latest updates?

Learn more

Update status

Updates are available.

+ Security Intelligence Update for Microsoft Defender Antivirus - KB2267602 (Version 1.321.557.0).
+ 2020-07 Servicing Stack Update for Windows Server 2016 for x64-based Systems (KB4565912).
+ 2020-07 Cumulative Update for Windows Server 2016 for x64-based Systems (KB4565511).

Updates are ready to install

Install now




Click on the Advanced options
button

Make sure that ‘Receive updates for
other Microsoft products” is turned
on to received Microsoft Office
updates

You can either restart
immediately if updates are
ready or schedule a restart
time.

Click Schedule the restart to
choose a convenient time.
Click the on button and
choose the time and day.

Pause updates for 7 days

Visit Advanced options to change the pause period

Change active hours

Currently 07:00 to 19:00

& O

View update history

See what updates are installed on your devic

©

1]

Advanced options
Additional update controls and settings

G

@ Advanced options

View configured update policies

Update options

@ o

Restart required
Your device will restart outside the active hours set by your organisation.

Update for Microsoft Office 2016 (KB4484418) 64-Bit Edition
Status: Pending restart

Restart now Schedule the restart

Schedule a time

“We'll finish installing updates when it's convenient for you. If your PC isn't available at your scheduled time,
Windows will automatically find a good time for the restart.

@ o

Pick a time:
19 00
Pick a day:
Today




Configuring Windows Firewall:

It monitors Inbound and can monitor outbound traffic, and has two ways of accessing it.

The simple way, you are only able to turn the firewall on and off, and enable or disable any exceptions already recorded by
Windows.

Open the Control Panel by
typing Control in the Search All Apps
box and clicking on it.

(For convenience, a number of
Apps have been removed between
Best match and the search bar).

Documents Settings Photos

Best match

. Control Panel >

App

£ control|F

All Control Panel ltems - ]

In.the CODtrOI Panel' (.:th T » Control Panel » All Control Panel ltems » v & Search Control Panel
Windows Defender Firewall

Adjust your computer’s settings View by:  Small icons ~

Click Change
Notification Settings or
Turn Windows Firewall
on or off

Go on to the next picture.

PE Administrative Tools
%@l BitLocker Drive Encryption

Fjul_. Configuration Manager

Default Programs

Ease of Access Centre

Flash Player (32-bit)

Intel(R) Rapid Storage Technology
Keyboard

Metwork and Sharing Centre

Programs and Features

Speech Recognition

(=N Jol i (N - K-

System
82, User Accounts
[ Work Folders

RemoteApp and Desktop Connections

[mgd AutoPlay

%@l BitLocker Encryption Options
Credential Manager

% Device Manager

File Explorer Options

A Fonts

Internet Options

@ Mail

=] Phone and Modem

& Recovery

P Security and Maintenance
& Storage Spaces
Tasl(bar and MNavigation
ﬂW’indows Defender Firewall

@) Back up and Restore (Windows 7)
4| Colour Management
j Date and Time

e Devices and Printers
7 File History

@ Indexing Options

| £ Java (32-bit)

0 Mouse

E Power Options

9 Region

I Sound

@ Sync Centre
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Firewall Settings

Here, you can turn the
Firewall On and Off, make
sure it is ON for both the
Home or Work and Public
network location settings
and that Block all incoming
connections is not checked.

Tick the box, Notify me
when Windows Firewall
blocks a new program on
both the Home or Work and
Public network location
settings

Click ok

Go on to the next picture.

Now click Allow a
program or feature
through the Windows
Firewall.

Go on to the next picture.
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Firewall Settings - Allowed
Programs

Al PO nms 19 commJrmicates 1|'|TQUQ!| wWindows Firewall
The list of Programs shown in R
this picture might differ from T e o
the ones you see. R g b
Phuma HomeWark [Prvrie)  Pulilss ™
. 3 iarmon Appee st = n
If you chose to enable File and EAICDaemen Apphcation ] o
f . B Benjsur Sanice =] m]
Printer Sharing, th.en you o o R = a
must ensure that File and [BearschCachs - Hotsed Cacha Climnt {Uses HTTPS o o
. . . C Benrchinch - osed Cachen Sarenr (e HITES) o (m |
Printer Sharl'ng is checked s ki i S e YR a o
here. Otherwise, for greater B Cambmdge Probing St = 2
. . O Connact t & Meteork Prajectos o O
security, it should be et = =
unchecked. [ Distrbuted Tranestion Crordnator o ]
B regtas = .=
Other entries in this list will be
added automatically by M el pregn
Windows as you use the PC,
or you may add them manually.
[ o= Cancel
Click ok
Go on to the next picture.
Now click Advanced i =i
settings. This will take  [KCOEAREs CortlPun » Ak Cortipanehams » Wdompoems 1%
you to the next section to )

enable ICMP Echo request

Go on to the next page.
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The Windows Firewall used to be configured per User, and only an Administrator could change the settings, now it has three
types of possible profiles;

* Domain

¢ Public

* Private

The Firewall’s behavior depends on which profile it chooses. The profile depends upon the type of network connection, which is
why Microsoft recommends that you enable any rule for all three profiles.

Adding a New Rule to allow ICMP Echo Request (inbound ping)
REQUIRED for College use.
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Click on the ‘Custom’
radio button.

Click Next

Go on to the next picture.

Click on All Programs then click
Next.

Go on to the next picture.

Salect the type of frewall nde to create.
Stepa:
& Fide Typs Whiat type of rule would you e 1o create?
@ Program
|@ Prodocaland Farts 1 Program
85 [Fude that controls connections for 8 program.
@ Action ) Port
@ Puile [Rufe that corirols connections for 3 TCP or UDP pedt:
@ Mame . Predefined:
!E'TE Peamaching -
Pt thal contrals connections for 8 Windows sxpenience.
@ Custom
Cusglom rue.
Lo mare ghoud e hpes

ceew [ MNew> ][ Conenl |

Specify the full program path and executable name of the program that this nde matches.
Steps:
& Fui= Type Dioes this rue apoly fo all programs or a spacific program?
@ Program
@ Protocol and Pads @ Al programs
’ . Fule apphes to all connections on the computer that match other rule
proparties.
| i I Thiis program path-
i- Profle = o e
g Exampia: cpath'program sxe -
%ProgramFles %\intemet Bxgloresiesplore moe
Services
Speciy which services this rule applies to.
’ y
[ <Back |[het> | [ conce |
- —




Set the Protocol Type to ICMPv4. I e Inbound Rule Wizard I ——

(>

Protocol and Ports

Click the Customise button next to iR pertiesd el St I ks

Internet Control Message Protocol
(ICMP) settings: Stegs

@ Fuls Type
Go on to the next picture. @ Progrm

!
1
¢

What protoco! =nd ports does thes e applyto?

Protocal type: lCMeva |
Protocol number 1=

Local part: Ml Forta

Example: B0, 445 8080

Irtemat Cortrol Message Protocol Customize....
(CMP) settings: —
Leam mor: about protecol o pos

[ <Back || Met> |[ Cocel

e e e 2

[ oo

Click Specific ICMP types.

Tick Echo Request then click OK to return to the
Protocol and Ports window, then click Next.

Go on to the next picture.

E = = = = ==

I

Customize ICMP Settings o ﬂ

Hpply this rule to the folowing Intemet Conirol Message Protocol (ICMP)
cormactions:

13 MICMP types
@ Specfic ICMP types

|[7] Packet Too Big

||f___| Destination Urreachable
Source Cuench

[ Redirect

T
|[C]| Router Advertisement
|7 Reouter Solicration

{[F] Time Excesded

[] Parameter Problem

|[C] Timestamp Request

|[] Address Mask Regues




You will now be asked to Specify the
local and remote IP Addresses to
which this rule applies.

Under the Local IP addresses, select
Any IP Address.

Under the Remote IP Address, select

These IP Addresses and then click Add.

Go on to the next picture.

In the box, This IP or Subnet, enter the Friendly Probing

address range of 10.128.8.64/26

Then click OK to return to the Scope window, and then

click Next.

Go on to the next picture.

gwn Inbound Rule Wizard

L ..

Scope
Specify the local and remote IF addressea that this rule matches:

Sleps:
@ Fuds Type
@ Progam

Specily the [P addresses of the local and remote computers that this e matches.

Which local IP addresses does this rule match?

@ Protocol and Ports o Ay P addiess

@ Scope These |P addresses
@ Agfion

@ Profis

& Name

Customize the interfacs types to which this nde spplies
Which remote IP addresses does this nule match?

Ay 1P address
8 These |P addresses:
[ e
W
[ < Back Mt » Cancei
P Address

Specify the IP addresses to match:

(@) This IP address or subnet:

10.128.8.64/26)

Examples:

Erom:

To:

192.168.0.12

152.168.1.0/24

2002:9d3b:1a31:4: 208 74 fe35:6c43
2002:9d3b:1a31:4:208: 74 fe39:0.112

() This IP address range:

i) Predefined =et of computers:

Default gateway

Cancel

e e = =




Check the Allow the Connection radio g]vew]nbound RieWizad - (e A ]

button. Action
) Speciy tha acton that is tascen when a conneciion maiches the conditions specified in the nie.
Click Next.
| Steps:
Go on to the next picture. | PR e Wha action should be taken when 3 connection matches the specfied conditions?
& Frogem
@ Protocol and Parts @ Allow the connection
P e Mow connectiona that have been protected with [Psec s well ag those that have not,
@ Acon  Miow the connection if it iz secure
& Pkl Alow only connecéions that have been authenticated and integrty protacted through the uss
of IPsec. Conneclions wil be secured using the setlings in [Psec propedies and ndeain the:
& Name Connection Securty Rule node.
" | Require the comections o be encypled
Require privacy in addiion to integrty snd muthertication.
| Dweride block niss
Lisefud for tools that must alwaya be zvailable, such as mmole administration ool § you
specily this option, you must slso specify an suthodzed compuler or computer growup.
_—
When asked “Which profiles does @ New Inbound Rule Wizard E . \
. ” = bl - CEEE - =
this rule apply”, make sure that all Prafs
three types (Domain, Private and
. . Specify the profiles for which this nie spplies
Public) are ticked.
Steps:
Click Next. @ FuleTive When does this e apphy?
. @ Prgram
Go on to the next picture. & Praimeat et Poria ¥ Domain
& Soops Apglies when B compuier = comnectsd 1o is coporaie domain.
@ Action . Privata
& Poe Appiies when & computer i connected 1o 8 private network location
@ Name ¥ Public

Applies when a corputer = conpected to a public network location

|




Now choose a sensible name to apply to the rule e.g.

Cambridge Probing Suite.
Click Finish.

Close the Windows Firewall with Advanced
Security window.

Close the Administrative Tools window.

ICMP Echo Request has now set up

¥ New Inbound Rule Wizard

& & & & & & &

Name
Specify the name and description of this nule

Hama

Cambridge Probing Sutel
Diescription foptional):

P e




